How to store BitLocker keys
in Active Directory

https://coady.tech/store-bitlocker-keys-in-ad/

Backup BitLocker
keys to Active
Directory

BitLocker is a fantastic way to protect the data stored on computers and thwart some offline
tampering attacks. However, if you're using BitLocker within a business environment, keeping track
of the recovery keys can be quite burdensome. Thankfully Microsoft has developed a way to
automatically save BitLocker recovery keys to active directory.

In this post I'm going to be going through the process, step-by-step, to enable BitLocker recovery
key saving to active directory. Plus we’ll take a look at how computers that are already encrypted
can retrospectively have their recovery keys backed up to active directory.

1.0 Requirements

Windows 7 or newer client (Must be either Pro or Enterprise)
Windows Server 2012 or newer domain controller
Domain schema level of at least ‘Windows Server 2012’

Latest group policy ADMX files

This guide will show the steps specifically for Windows 10 1909 and Windows Server 2019.
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2.0 Setup Steps

2.1 Installing BitLocker

So that we can access the Bitlocker recovery keys, we’ll need to install the BitLocker feature on a
domain controller (DC). This feature will add an additional tab within Active Directory Users and
Computers to access the recovery keys. It doesn’t mean the domain controller will be encrypted,
just that the necessary GUI administration tools will be installed.

On a domain controller open Server Manager and then launch the Add Roles and Features Wizard.
Tick the ‘BitLocker Drive Encryption’ option under Features.

I MET Framewaork 3.5 Features
MET Framewaork 4.7 Features (4 of 7 installed)

Background Intelligent Transfer Sernvice (BITS)
BitLocker Dmve Encryption
BitLocker Metwaork Unlock

BranchCache
Client for NF5
Containers

You will be prompted to install additional tools. Select ‘Add Features’.
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=, Add Roles and Features Wizard

Add features that are required for BitLocker Drive
Encryption?

You cannot install BitLocker Dnive Encryption unless the following
role services or features are also installed.

Enhanced Storage
4 Remote Server Administration Tools
4 Feature Administration Tools
4 BitLocker Drive Encryption Administration Utilities
[Tools] BitLocker Recovery Password Viewer
[Tools] BitLocker Drive Encryption Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
4 AD DS Tools
AD D5 Snap-Ins and Command-Line Tocls

Include management tools (if applicable)

Add Features Cancel

Leave the feature install to complete. The BitLocker administrator tools will now be installed. Later
in the guide we’ll use those tools to view the stored BitLocker recovery keys.

2.2 Update group policy

Client computers will need to forward their recovery keys to active directory. In order to do this
we’ll use group policy. In my experience the correct group policy options aren’t always shown out-
of-the-box, so I’'m going to use the latest template file. Plus it’s always good practice to use the
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latest group policy templates.

Download the latest ADMX files for your build of Windows here.

Inside of the ZIP archive will be many group policy ADMX files along with folders for each language.
Extract these files to the ‘PolicyDefinitions’ folder within the SYSVOL share on a domain controller.
E.g.

C:\Windows\SYSVOL\mydomain.local\Policies\PolicyDefinitions

Tip

If you don’t have a ‘PolicyDefinitions’ folder now would be a great time to create one. The folder is
used by a feature called the ‘Group Policy Central Store’. It ensures all domain administrators are
using the same group policy template files.

Once finished you should have a setup similar to mine, as shown below:

| = | PolicyDefinitions o | *®
I Home Share View 0
“ v A <« Windows » SYSVOL » sysvol » lab.coadytech » Policies » PolicyDefinitions » v @O Search PolicyDefinitions y=)
Name - Date modified Type Size "
# Quick access zh-tw File folder
I Desktop # [ ActiveXinstallService.admx ADMX File 5KB
;' Downloads * D AddRemovePrograms.admx ADMI File 5KB
Documents E s D AllowBuildPreview.admzx ADMX File 2KB
[ Pictures P D AppCompat.admx ADMI File 6 KB
System32 [] AppHVSLadm:x ADMX File 12 KB
D AppPrivacy.admsx ADMI File 30KB
EH This PC [ appv.admax ADMX File 35KB
o Network D AppxPackageManager.admx ADMI File 5KB
N D AppXRuntime.admx ADMX File 4KB
D AttachmentManager.admx ADMX File B KB
D Audit5ettings.admx ADMX File 2KB
D AutoPlay.adm:x ADMX File 4KB
[] avsvalidationGP.admx ADMX File KB
D Biometrics.admx ADMX File 4KB
[ Bits.admx ADMX File 56 KB
D Camera.admzx ADMX File IKB
[} cEIPEnable.admx ADMX File 2KB
D CipherSuiteOrder.admzx ADMX File 2KB
m T lanidf™ nntand a e 1002 /7010 7.1 ANRAY Cil- TVD "
235itemns  State: 3R Shared o=

2.3 Configuring BitLocker

Create a new group policy object targeted at your computers.
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Open the policy for editing and then browse to:

Computer Configuration > Policies > Administrative Templates > Windows Components
> Bitlocker Drive Encryption > Operating System Drives.

Configure the policy “Choose how BitLocker-protected operating system drives can be recovered”
and set it as shown below:
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E Choose how BitLocker-protected operating system drives can be recovered

A Choose how BitLocker-protected operating system drives can be recovered O

Previous Setting Mext Setting

At least Windows Server 2008 R2 or Windows 7

(O Not Configured Comment:
(®) Enabled
O Disabled
Supported on:
Opticns:

Help:

[] Allow data recovery agent

Configure user storage of BitLocker recovery
information:

Allow 48-digit recovery password ~
Allow 256-bit recovery key ~

Or'nit recovery options from the BitLocker setup
wizard

= Save BitLocker recovery information to AD DS
for operating system drives

Cenfigure storage of BitLocker recovery information
to AD DS

Store recovery passwords and key packages e

Dc not enable BitLocker until recovery
infoermaticn is stored to AD DS for operating
system drives

This policy setting allows you to control how BitLocker-
protected operating system drives are recovered in the absence
of the required startup key information. This policy setting is
applied when you turn on BitLocker.

The "Allow certificate-based data recovery agent” check box is
used to specify whether a data recovery agent can be used with
BitLocker-protected operating system drives. Before a data
recovery agent can be used it must be added from the Public Ke
Policies item in either the Group Policy Management Console o
the Local Group Policy Editor. Consult the BitLocker Drive
Encryption Deployment Guide on Microsoft TechNet for more
information about adding data recovery agents.

In "Configure user storage of BitLocker recovery information”
select whether users are allowed, required, or not allowed to
generate a 42-digit recovery password or a 256-bit recovery key.

Select "Omit recovery options from the BitLocker setup wizard”
to prevent users from specifying recovery options when they
turn on BitLocker on a drive. This means that you will not be abl
to specify which recovery option to use when you turn on
BitLocker, instead BitLocker recovery options for the drive are

determined by the policy setting.

In "Cava Bitl Arlrar rerniran: infarmmatinn +a Artines Nireatane

oK | Cancel Heje]

Save the changes and then exit the group policy editor.

We’'re done! Now it's time to test our changes.

3.0 Encrypting computers

If you’ve completed the previous steps, BitLocker should be automatically saving recovery keys to

active directory when the OS volume is encrypted.
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For the purpose of this guide I'm going to encrypt my test client machine the simple way - by right-
click’ing on the C volume and following the “Turn BitLocker on’ wizard.

~ Devices and drives (2)
Local Disk (C:)

== TR DVD Drive (D:)
"~ 17.8 GB free of 31.3 GB o,
v Network locations (1) 1
Open in new window
Share (X:) Pin to Quick access
:f' $ Turn BitLocker on

4.0 Recovering the BitLocker key

Following our work in Step 1, a new ‘BitLocker Recovery’ tab will be present within active directory
computer objects. On a domain controller open Active Directory Users and Computers and then

locate the relevant computer account. Double click on the computer account to open the properties
dialogue.

Select the ‘BitLocker Recovery’ tab. This will list all of the recovery keys for the computer in
question. If there are multiple entries select the top one. Multiple entries will show up if the
computer has been encrypted/decrypted multiple times.
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Mame Type Description

% CLIENT-W10-01 Computer
CLIENT-W10-01 Properties ? >
General Operating System Member Of Delegation Location
Managed By Dial-n BitLocker Recovery

Bit Locker Recovery Passwords:

Date Added Password D

2020-03-2212:02 87F55347-BF73-4110-BB3F-6F4BE3ATAS1E %
2020-03-21 1730 523F3BaC-AFIB-4AAS-BES1-2168304323CA
2020-03-21 15:36 B73FD532-46CB-413F-B225-07674AF28CE6

Details:

DEHEEB—1 15357-156310-679668-
630:383-163999-618953-130631

Computer: CLIE
Date: 2020-03-22 12 DEDE-DDDII]
Password ID: 87F55347-BF75-4110-BB3F-6F4B69ATAS18

O Cancel Apphy Help

The recovery password (circled in red) can be entered into the BitLocker recovery screen on a
client device like so:
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BitLocker recovery

Enter the recovery key for this drive

069388-115357-156310-679668-630388-163999-618959-180631

Use the number keys or function keys F1-F10 (use F10 for 0).

Recovery key |D: 87F55347-BF79-4110-BB3F-6F4B69ATAS18

Press Enter to continue
Press Esc for more recovery options

5.0 Backup existing BitLocker keys
to AD

Backing up the recovery keys to active directory on already encrypted devices is possible too.
Open PowerShell as an administrator on an encrypted computer and run the command:

1 manage-bde -protectors -get C:

This will return an output similar to the following:
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Volume C: |[]
All Key Protectors

3-A911-9CE¢

Boot for integrity validation)

6CE-419F-B225-87674AF

1-6243608-67 8-4841

Note the ID number for the numerical password above (circled in red). Use that in the following
command:

1 manage-bde -protectors -adbackup C: -id

{87F55347-BF79-4110-BB3F-6F4B69A7A518}

32-46CE-410F -B225-87674A

That's it! If you now check the computer object in active directory it will have the client’s key
stored.

6.0 Summary
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In this post I've gone over the steps needed to automatically store BitLocker recovery keys in
active directory for new BitLocker installations, and covered one method to add recovery
information for existing PC’s too.

Data security and protecting sensitive information is a top priority for organizations of all sizes. One
crucial aspect of data security is ensuring that data stored on devices like laptops and desktops is
encrypted and can be recovered in case of emergencies or user lockouts.

BitLocker, a disk encryption program with Windows operating systems, provides a robust solution.
BitLocker offers a feature that allows administrators to store BitLocker recovery keys using Active
Directory, ensuring that these critical keys are securely managed and easily accessible when
needed.

In this blog post, we will explore the process of enabling BitLocker recovery key backup via Group
Policy Objects (GPO) and several ways to retrieve BitLocker recovery keys.
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BitLocker recovery data storage feature is based on the extension of the Active Directory schema.

And it brings you extra Active Directory custom attributes. You must verify if your AD schema
version has attributes required to store BitLocker recovery keys in Active Directory and check if you

need to update the AD schema.

To do this, run the following command from the PowerShell Active Directory module:

Import-module ActiveDirectory
Get-ADObject -SearchBase ((GET-ADRootDSE).SchemaNamingContext) -Filter {Name -like 'ms-FVE-*'}

There should be five following attributes:
e ms-FVE-KeyPackage
e ms-FVE-RecoveryGuid
e ms-FVE-Recoverylnformation
e ms-FVE-RecoveryPassword

e ms-FVE-VolumeGuid
stege hitlacker key inkadvn

These attributes are available by default starting from Active Directory version on Windows Server
2012.

This article uses Windows Server 2022.

Windows Client

BitLocker works with Windows 10 and 11 Pro, Education, and Enterprise. This article will be using
Windows 11 22H2.

Enabling BitLocker Recovery Key
Backup via GPO

Users make changes to their computers, and that’s inevitable. Then they reboot their computers,
and BAM! Windows is asking for the BitLocker recovery key (password).

In this situation, users will contact the helpdesk or system administrators to help recover their
BitLocker recovery keys.
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Administrators must enable their backup to Active Directory to ensure the BitLocker keys are
recoverable.

10.

Log in to the domain controller or computer with RSAT installed.

. Open the Group Policy Management Console (GPMC) by running gpmc.msc.
. Within the GPMC, create a new Group Policy Object (GPO) or edit an existing one that you

want to use for BitLocker recovery key backup. Ensure that the GPO is linked to the
organizational unit (OU) containing the computer objects to which you wish to apply
BitLocker.

In this example, I'm creating a new GPO named “BitLocker-WS-Policy” in the “
Workstations” OU.

bitlpcke Faaetivergireckasyn

. Open the GPO for editing and navigate to Computer Configuration - Policies -

Administrative Templates -» Windows Components - BitLocker Drive Encryption.

bitlpckeraecaveny: keyhwactive directory
Double-click on “Store BitLocker Recovery information in Active Directory Domain

Services.”
howetoistare bitlpekerdeys in active directory

. Set the policy to Enabled, leave the default selection, as shown below, and click OK. This

step enables backing up the BitLocker recovery information in Active Directory.

gpRoditlgekeractvedireatory
Next, select one of the following folders, depending on which drive types you want

BitLocker recovery keys to become retrievable.

e Operating System Drives

e Fixed Data Drives

e Removable Data Drives
In this example, I'll choose “Operating System Drives” and open the “Choose
how BitLocker-protected system drives can be recovered” policy.
sae bitlockesrrecoviemnpkey to ad

. Select Enabled and tick the box, “Do not enable BitLocker until recovery

information is stored in AD DS for .” These settings enable the recoverability of
BitLocker keys, and BitLocker will not be enabled until recovery information is stored in AD
DS.

bitlpckerg@poactivedirectory

. The policy will be updated on the target computers in the next cycle. But if you want to

force it, run gpupdate /force on the affected computers.

stege bitlacker recaveryvinformation in active directory
Then, check if the policy is applied:

gpresult /r

bitlpckerattribuie ackivedirectory



Turn On BitLocker Protection on
Drives

Now that the policy is deployed to back up BitLocker recovery keys in AD, let’s test it by turning on
BitLocker protection.

Open the File Explorer, navigate to “This PC,” right-click on the drive, and click “Turn on
BitLocker.”

bitlpckerstare key inkacvn

And go through the steps to finish enabling BitLocker encryption. Refer to Turn on device

encryption for the complete steps the user can follow.

Retrieving BitLocker Recovery
Keys

You can find available recovery keys for each computer on the new tab “BitLocker Recovery”. It is

located in the computer account properties in the Active Directory Users and Computers snap-in.

But first, the BitLocker Management Tools must be installed on the domain controller. To do so, run
the following command to install the BitLocker Management Tools.

Install-WindowsFeature RSAT-Feature-Tools-BitLocker-BdeAducExt

centigure wser storageoibitlocker recovery information

Using the BitLocker Recovery Tab in the
Computer Properties

After the installation, re-open ADUC, open the computer’s properties, and navigate to the “
BitLocker Recovery” tab. You’ll see the recovery password that you can provide to the user so
they can unlock their BitLocker-protected drive.

aciive ditactorybitlockerrecovery key
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Using the “Find BitLocker recovery
password” Tool

If the user can provide the first eight characters of the BitLocker password ID, you can also use the
Find BitLocker recovery password tool in ADUC.

Open ADUC, click Action - Find BitLocker recovery password. Enter the first eight characters of the
password ID and click Search. If the partial password ID is valid, you will see the corresponding
BitLocker recovery password, as shown below.

MEI@CMEE@@@M type unknown

Using PowerShell Script

Using a PowerShell script to retrieve the BitLocker recovery keys can be quick, convenient, and
handy. It only requires the ActiveDirectory PowerShell module; all necessary commands are
already included.

Copy the script below and save it to your computer as Get-BitLockerRecoveryPassword.psl. This
script accepts two parameters: ComputerName and Keyld. You can only use one parameter at a
time.

# Get-BitLockerRecoveryPassword.psl

[CmdletBinding(DefaultParameterSetName = ‘byComputerName’)]
param (

[Parameter(Mandatory, ParameterSetName
[string]

$ComputerName,

‘byComputerName’)]

[Parameter(Mandatory, ParameterSetName = ‘byKeyld’)]
[string]
$KeylD

)

if ($PSCmdlet.ParameterSetName -eq ‘byComputerName’) {

try {

$computerObj = Get-ADComputer $ComputerName -ErrorAction Stop

$blObj = Get-ADObject -Filter { objectclass -eq ‘msFVE-RecoveryIinformation’ } -SearchBase
$computerObj.DistinguishedName -Properties * -ErrorAction Stop

}



catch [Microsoft.ActiveDirectory.Management.ADIldentityNotFoundException] {
“The AD computer [$($ComputerName)] is not found.” | Out-Default

}
catch {

if ($PSCmdlet.ParameterSetName -eq ‘byKeyld’) {

if ($KeylID.Length -eq 8) {

$keyld = “*{$keyID*"

$blObj = Get-ADObject -Filter { objectclass -eq ‘msFVE-Recoverylnformation’ -and CN -like $KeyID
} -Properties *

}

else {

“The Keyld must be exactly the first 8 characters of the Password ID.” | Out-Default

}

}

if ($blObj) {

[PSCustomObject]$([ordered]@{

‘Computer Name’ = $(($blObj.DistinguishedName -split *,")[1].Replace(‘CN=", "))
‘Password ID’ = $(([regex]::Match($blObj.DistinguishedName, \{(.*?)\}’)).Groups[1].Value)
‘Recovery Password’ = $($blObj."msFVE-RecoveryPassword’)

}

}

You can also download this script from this Gist - Get BitLocker Recovery

Password from AD.

After saving the script, open PowerShell and change the working directory to the script location.
cd <path to script>

Run the command below to get the BitLocker recovery key by computer name.
\Get-BitLockerRecoveryPassword.psl -ComputerName <COMPUTER NAME>

You'll see the following result if the computer exists and has a BitLocker recovery password.

whereare hitdocken keysstored in ad

If the computer does not exist, you’ll get this error:
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how-toenatlerbiflockeswsing group policy and store key in active directory

There will be no output if the computer exists but has no BitLocker recovery keys.

active dicactoryhitlockerm

Run the command below to get the BitLocker recovery key by looking up the first eight characters
of the Password ID.

\get-BitLockerRecoveryPassword.psl -KeylD 12345678

If the password ID matches, you’ll get the following result.

backupt bitleckeykeykaad

You'll get the following error if the Key ID you provided is not eight characters.

addditlockerkeydametive directory

If the password ID is not found, there will be no result.

bitlpckeraddntegeationwn

Delegating Permissions to View
BitLocker Recover Keys in AD

Administrators have better things to do than retrieving BitLocker recovery passwords. This is why
the task can be delegated to a group whose primary role is to support end users, such as the Help
Desk.

You can delegate the permissions to view information about BitLocker recovery keys in AD, and
here’s how.

1. Create a group (or select an existing group) that will be delegated to view BitLocker
recovery keys. In this example, | created a security group called “BitLocker Password
Viewers.”

addditlockerdoyactive directory
2. Add members to this group as needed.

how-tosavel bitlaekerkey to active directory

3. Right-click on the Active Directory OU that contains the computer objects with BitLocker
recovery keys and click Delegate Control.
stefinatbitlecker kavsimad
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4. Add the delegate group to the list and click Next.

stoge itiacker key inkaative directory
5. Select the “Create a custom task to delegate” option and click Next.

bitkpckeradd or type unknown
6. Select the “Only the following objects in the folder” option, tick the “msFVE-

Recoverylnformation objects” box, and click Next.

bitlpcke raddrecomenykey
7. Select the “Read” permissions, as shown below, and click Next.

enabletileckery powershell script active directory
8. Review the delegation summary and click Finish.

bitlpcke raddatttiputewmown
9. All users added to the “BitLocker Password Viewers” group can view the Recovery tab

with BitLocker recovery information.
Bitbocken Recoweryunknown

Conclusion

Safeguarding sensitive data is a paramount concern. Integrated with Windows, BitLocker offers a
robust solution for encrypting and protecting data on devices like laptops and desktops. It securely
manages and readily provides BitLocker recovery keys via Active Directory.

This blog post covers enabling BitLocker recovery key backup via Group Policy Objects (GPO) and
retrieving keys. Prerequisites include an updated Active Directory schema and compatible Windows
clients. Follow the steps for GPO configuration to ensure recoverability and secure storage in Active
Directory.

We also explore three key retrieval methods: the BitLocker Recovery tab in Active Directory Users
and Computers, the “Find BitLocker recovery password” tool, and a PowerShell script. These
options offer flexibility for different scenarios.

Lastly, we discuss delegating permissions to specific groups, like a Help Desk team, to view
BitLocker recovery keys in Active Directory efficiently. BitLocker simplifies data security and
management, enhancing organizations’ data protection strategies.
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