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Microsoft LAPS
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Download LAPS

LAPS comprises three components.

1. The interface—A PowerShell module and a fat client GUI

2. An AD schema extension and a group policy extension

3. The client-side component, which performs the password reset and updates Active
Directory

Begin by downloading the installation file directly from Microsoft. Note: Be sure to pay attention to
the "bitness" of the installer. This walkthrough will assume a 64-bit environment.

The LAPS interface does not need to be installed on a specific server. It can be installed on a
purpose-built server or a shared server. You should select a server that your intended audience can
already log on to and which is joined to the domain you intend to manage.

Install LAPS

Log on to your target server with local admin rights.

Click Next on the Welcome screen.
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Extend the AD Schema

For this step, the logged-on user account will need to be a member of the Schema Admins group in
Active Directory. Extend the AD schema by running the following commands from the LAPS
PowerShell module you just installed:

Import-module AdmPwd.PS
Update-AdmPwdADSchema

Extending the schema

Check and set the necessary
admin permissions

Check and set the permissions on each OU that you will manage with LAPS by using these
PowerShell commands:

Find-AdmPwdExtendedRights -ldentity “Workstations” | ft

¥ Adminisirator Windows PowerShel| _ [m! ¥

Check existing permissions

By default, only the local system account and the domain admins group will have access to the
passwords stored in AD. If your domain admins are not the same people that will manage the
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target machines, you can remove them from this group and add your own custom group. Be sure
you don't skip these steps. Not setting the permissions correctly could expose administrator
passwords to inappropriate users.

To remove access from an existing user or group, open the security properties for each LAPS-
managed OU in Active Directory Users and Computers.

Open the Advanced Security Settings and select the security principal to be modified.

Remove the All Extended Rights permission, and click OK on the permissions window and each
parent window.
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Remove permissions

Verify that the security group has been removed by rerunning the Find-AdmPwdExtendedRights

PowerShell command:

Find-AdmPwdExtendedRights -ldentity "Workstation" | ft

Confirm permissions removed
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Add the permissions for the group that will have access to the passwords:

Set-AdmPwdReadPasswordPermission -Identity "Workstations" -AllowedPrincipals
"EndPointPasswordManagers"

Note that these permissions are recursive and will apply to the selected OU and everything below it
in the tree.

After adding the permissions, verify again using the Find-AdmPwd command.

EX tdmimistrator Windows PowerShel O ®

Add permissions and confirm

Grant REST permission to
computers

The next step is to allow the computers to update their own admin passwords in the new AD
attributes. This needs to be done on all LAPS-managed OUs and is done using the following
command:

Set-AdmPwdComputerSelfPermission -ldentity “Workstations”

¥ Adeministrator Windoss Poserihel -] b

Add computer permissions

Create the Group Policy
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Now that Active Directory is ready to receive and store passwords and the appropriate permissions
have been assigned to view the passwords, we need to create a policy to configure the LAPS client
component. | recommend using a test OU or a test group of machines to begin with until you are
confident that everything works.

Open the Group Policy Management Editor on your administration machine or domain controller.
Locate the "Workstations" OU, and right-click it.

Select Create a GPO in this domain, and Link it here. Give the Group Policy a meaningful name
and click OK.

', Group Peolicy Management Workstations
v A Forest: galaxy.local Linked Group Policy Objects  Group P
w [Z5 Domains =
~ 3 galaxy.local Link Crder GPO

[ Default Domain Policy

!Jr

| Domain Controllers

= | Workstatinns

j Group Po Create a GPO in this domain, and Link it here...
& WMI Filte Link an Existing GPO...

L] Starter GF Block Inheritance

i Sites Group Policy Updat
ki Group Policy Ma roup Folicy Tpcate..

¢ Group Policy Res Group Policy Modeling Wizard...

Mew Crganizational Unit

Creating the GPO

Right-click your new GPO and select Edit.

1. Navigate to Computer Configuration > Policies > Administrative Templates >
LAPS.

2. Review the settings and apply the values appropriate for your scenario and your
organization.
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Policy settings

The Password Settings policy determines the length of the password and the maximum age it
can reach before it resets. When the password is reset, the timestamp of the reset date will be
recorded in AD. If the time elapsed since the timestamp date and the current date exceeds this

value, the computer will reset the password and update AD with the new password and current
date and time.
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Password settings

Name the administrator account to manage. If you want to manage the built-in administrator
account, leave this setting alone. LAPS will identify the account by the SID even if the account has
been renamed.

If you have a specific account you want to manage, such as a company admin account, select
Enabled and enter the account name.
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Selecting the admin account

Do not allow a password expiration time that is longer than required by policy. Set this to Enabled.
This will ensure that passwords cannot be forced to have a longer validity period than has been
defined in your policy.
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Password expiration settings

Enable local admin password management. Set this to Enabled. This will enable the passwords to
be managed for all machines within the scope of this group policy.
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The following settings will distribute the LAPS client to all in-scope machines. The LAPS client is the
tool that will run on each Windows machine to ensure the local password complies with policy. It
also updates the AD attributes with the timestamp and new password.

This can be done in any number of ways, from a GPO to an SCCM or InTune package to a third-
party software deployment tool. Any system that will deliver and install the executable can be
used. In this guide, | have used the same Group Policy that will configure the client.

To create the software deployment policy, you first need to place the installation file on a share
that will be accessible to all users/machines. | have shared a subfolder of the domain controller
netlogon folder. The advantage of this is that it will replicate to all domain controllers
automatically, so by using \\domain\share, each client will get the software from their local AD site
(note you still need to create the share on each DC unless you put the installer in netlogon).

In the GPMC, navigate to Computer Configuration > Policies > Software Settings >
Software installation.
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Right-click Software installation and select New > Package.

Browse to the share referenced above, select the installer, and click Open. Again, be sure to use
the correct "bitness." Here, | am using x64 since all of my machines are 64-bit.
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Client software push

Select the Assigned installation type and click OK. This will ensure that the software is delivered
to machines without user intervention.

Deploy Software >

Select deployment method:
" Published
(@) Assigned
() Advanced

Select this option to Assign the application without modifications.

Software push assigned
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You will then be returned to the Group Policy settings, where you will see the new software
installation settings. You can now close the Group Policy Editor.
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LAPS software push policy

You are now ready to use LAPS. It will take some time for the group policy to be delivered to all
machines and for the client to install—so don't expect immediate results. But over the next few
hours, or if machines are rebooted, you will see the policies begin to take effect.

Accessing passwords

Now that your machines are generating random passwords and storing them in Active Directory,
you need to be able to get to them.

Open the LAPS Ul on the management server you used when you installed LAPS at the beginning of
this guide. If you are in the security group that was granted access to the LAPS AD attributes, you
will be able to paste the machine name and search for the corresponding details:
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LAPS GUI

If you need to query multiple machines, or you just prefer the command line, you can also use the
PowerShell module to query the password:

Get-AdmPwdPassword -ComputerName "AZ-0183-3116-95"

ER Admanestrstor: Wandows PowerShell - a x

LAPS PowerShell command

Trust but verify

Once your deployment is complete, you're going to want to test it before rolling it out to everyone.
To test, simply select a test machine that you have access to and retrieve the password using
either of the methods above.

Log in as a restricted user, then locate an application such as Notepad. Right-click (or shift-right-
click) the shortcut and select Run as different user.
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Run As Test

Enter the credentials that you got from the LAPS Ul or PowerShell output into the security prompt.

Windows Security X

Run as different user

Please enter credentials to use for CA\Windows
\system32\notepad.exe.

MAdministrator

Domain: AZ-0183-3116-95

OK Cancel

Test password

If everything has gone according to plan, the application will open with elevated access. You can
now adjust the scope of your GPO to apply it to all target devices.
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