DSQUERY // ADComputer

Get password info
ITBR Data Gathering Commands

Onboarding Commands

Dsquery computer -inactive 13 | dsmod computer -desc inactive

Dsquery user -inactive 13 | dsmod user -desc inactive

Dsquery computer -inactive 104 | dsmod computer -desc 2years

Dsquery user -inactive 104 | dsmod user -desc 2years

Dsquery computer -inactive 250 | dsmod computer -desc 5years

Dsquery user -inactive 250 | dsmod user -desc 5years
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https://docs.coltscomputer.services/onenote:..%5CRandom%20Tech.one#Get%20password%20info&section-id=%7B7EA387FD-9AE3-4635-B1EC-F8B4CDC58488%7D&page-id=%7B94001CB1-1C02-4ED6-B50C-5CC682D41DCA%7D&end&base-path=X:%5CTier1%5COneNote%5CTech%20Information%5CTech%20Information
https://docs.coltscomputer.services/onenote:https://accentconsultingservices.sharepoint.com/sites/TechTribe/Shared%20Documents/General/Marketing/Onboarding/Template.one#ITBR%20Data%20Gathering%20Commands&section-id=%7BB18BB445-BD4B-4546-81E2-73EB8C1810C3%7D&page-id=%7BC0F9507E-85EF-4DE1-B543-7648BD64E010%7D&end
onenote://X/Tier1/OneNote/Marketing/Marketing/Onboarding/Template.one#Onboarding%20Commands&section-id=%7BB18BB445-BD4B-4546-81E2-73EB8C1810C3%7D&page-id=%7B1BC844B1-85F1-4DE8-8814-E722FEA4EB96%7D&end

#Finds all Active Desktop OS computer accounts that have not logged in for 1yr and exports to
CSVv.

$Dayslnactive = 365
$time = (Get-Date).Adddays(-($Dayslnactive))

Get-ADComputer -Filter {(LastLogonTimeStamp -It $time) -and (OperatingSystem -notlike
"*windows*server*") -and (Enabled -eq "True")} -Properties LastLogonTimeStamp | select-object
Name, enabled, @ {Name="Stamp";
Expression={[DateTime]::FromFileTime($_.lastLogonTimestamp)}} | Export-CSV
C:\Accent\InactiveComputers.csv

#After Confirming the above, this selects the same computer accounts and disables them.

$Dayslnactive = 365
$time = (Get-Date).Adddays(-($Dayslnactive))
Get-ADComputer -Filter {(LastLogonTimeStamp -It $time) -and (OperatingSystem -notlike

"*windows*server*") -and (Enabled -eq "True")} -Properties LastLogonTimeStamp | Disable-
ADAccount

#Finds all Active Server OS computer accounts that have not logged in for 1yr and exports to CSV.

$DayslInactive = 365

$time = (Get-Date).Adddays(-($Dayslnactive))



Get-ADComputer -Filter {(LastLogonTimeStamp -It $time) -and (OperatingSystem -like
"*windows*server*") -and (Enabled -eq "True")} -Properties LastLogonTimeStamp | select-object
Name, enabled, @ {Name="Stamp";
Expression={[DateTime]::FromFileTime($_.lastLogonTimestamp)}} | Export-CSV
C:\Accent\InactiveComputers.csv

#After Confirming the above, this selects the same computer accounts and disables them.

$Dayslnactive = 365
$time = (Get-Date).Adddays(-($Dayslnactive))
Get-ADComputer -Filter {(LastLogonTimeStamp -It $time) -and (OperatingSystem -like

"*windows*server*") -and (Enabled -eq "True")} -Properties LastLogonTimeStamp | Disable-
ADAccount
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# Or just get everything
Get-ADComputer -Filter * -Properties * | Select-Object * | Export-Csv C:\Accent\Computers.csv

Get-ADUser -Filter * -Properties * | Select-Object * | Export-Csv C:\Accent\Users.csv

$Dayslnactive = 90



$time = (Get-Date).Adddays(-($Dayslnactive))
Get-ADComputer -Filter {LastLogonTimeStamp -It $time} -Properties LastLogonTimeStamp |
select-object Name, enabled, @{Name="Stamp";

Expression={[DateTime]::FromFileTime($_.lastLogonTimestamp)}} | Export-CSV
C:\Accent\InactiveComputers.csv
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Dsquery computer -inactive 8

# list all computers inactive for 8

Dsquery user -inactive 8

#list all users inactive for 8 weeks

Dsquery computer -inactive 8 | dsmod computer -desc inactive

#changes the description for all computers that have been inactive for 8 weeks to "inactive"

Dsquery computer -inactive 8 | dsmod computer -disabled yes

# disables all computers inactive for more than 8 weeks

Dsquery computer -inactive 8 | dsmod computer -desc "inactive 20180905"

#sets the description to more than a single word by adding the quote marks



All Users

Dsquery user

Identify Disabled Accounts

Dsquery user -disabled

Update inactive accounts with a date stamp

Dsquery user -disabled | dsmod user -desc "inactive 20190501"

Identify Sale Passwords

Dsquery user -stalepwd 60

Find count for OU enabled and disabled

(Get-ADUser -Filter {Enabled -eq $true} -SearchBase "OU=RHSC,DC=RHSC,DC=local").count

(Get-ADUser -Filter * -SearchBase "OU=RHSC,DC=RHSC,DC=local").count
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