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e Integrate PRTG with Active Directory

e PRTG Server is running but all probes are down



Integrate PRTG with Active
Directory

By default, PRTG uses its own internal user account database to authenticate users. For many
PRTG
customers, particularly those with smaller networks, this local authentication meets all their needs.

But for PRTG customers who have more complex environments and infrastructures or who want to
reduce the number of authentication mechanisms in their networks, PRTG offers Active Directory
(AD) integration as well.

This way, all members of the AD user groups that are mapped to user groups in PRTG during the
integration can log in to PRTG with their AD domain credentials afterward.

1. Prepare your Active Directory
for PRTG integration

ActiveDirectory psenshand computers

In the AD, make sure that users who require the same access rights for PRTG are in the same AD
user group.

In our example, the AD user group PRTG_ADM contains the two administrator user accounts that
later have administrative rights in PRTG and that can also manage access rights and cluster setups
and change the monitoring configuration of PRTG. The AD user group PRTG_RO contains the four
user accounts that later have only read access rights in PRTG.


https://hlassets.paessler.com/common/files/screenshots/prtg-v17-4/how-to-guides/02_active-directory/new_ad-prepare.jpg
https://www.paessler.com/manuals/prtg/user_access_rights

2. Prepare your PRTG core server
system

Make sure that the PRTG core server system is a member of the AD domain with which you want to
integrate it. You can check and, if necessary, change this setting via the Windows Control Panel:

1. Navigate to System.

2. Go to section Computer name, domain, and workgroup settings.
3. Check the settings Full computer name and Domain.

3. Add Active Directory domain
details to PRTG

Activeirectory omaiswdetails

In the next step, you need to provide your local AD domain details in PRTG:

1. Open the PRTG web interface and select Setup | System Administration |
Core & Probes from the main menu.

2. Go to section Active Directory Integration and enter your local AD domain name in
the Domain Name field.

3. Choose your preferred LDAP Connection Security


https://hlassets.paessler.com/common/files/screenshots/prtg-v17-4/how-to-guides/02_active-directory/review082021/newer_ad-domain-details.jpg

4. Under Access Type, select Use explicit credentials to define the Windows service
account that PRTG uses to authenticate against the AD.
addiionaluinfer panuahown The service account must have the Read permissions,
Read all properties, and List contents permissions for all your AD user groups.

5. Under User Name, enter the service account name that PRTG uses to access the AD.

6. Under Password, enter the respective password of the service account.

7. Click Save.

4. Add new user groups in PRTG

1. In the PRTG web interface, select Setup | System Administration | User Groups from
the main menu.

2. Hover over step2npluszeiehenflietexin and select Add User Group.

3. Provide a meaningful User Group Name.

4. Under Administrative Rights, select Give user group members administrative
rights.

5. Under Active Directory or Single Sign-On Integration, select Use Active Directory
integration.

6. Under Active Directory Group, select the AD user group whose members later have
access to PRTG. For our example, we chose the PRTG_ADM user group.
additionalifer manuahown For very large ADs, you see an input field instead of a
dropdown list when you add or modify a user group. In this case, you can only enter the
AD user group name. PRTG automatically adds the prefix.

Repeat these steps for the PRTG_RO user group to create a second group of users that have only
read access rights for PRTG. In this case, leave the default setting under Administrative Rights.

Now, members of the defined AD groups can log in to PRTG with the respective access rights.



Addenewdusen greePnknown

In the device tree, PRTG automatically creates new groups with the name [group_name] home for
each of the integrated AD user groups.

Do not forget to set group access rights that apply to device tree objects as well as to libraries,
maps, and reports. You can do so in an object’s settings in section Access Rights.

The easiest way is to set group access rights in the settings of the root group.

INe¥e not found or type unknown
PRTG Active Directory Network


https://hlassets.paessler.com/common/files/screenshots/prtg-v17-4/how-to-guides/02_active-directory/review082021/newer_ad-new-user-group.jpg
https://www.paessler.com/manuals/prtg/user_access_rights#group_overview
https://hlassets.paessler.com/common/files/screenshots/prtg-v17-4/how-to-guides/02_active-directory/new_ad-home-group.jpg

PRTG Server is running but
all probes are down

% Senvices

File Action

View  Help

e @ E&:=H

AL L

‘2 Services (Local)

Services (Local)

PRTG Probe Service

Start the service

Description:

Performs network monitoring using
various netwark protocols (including
SNMP, WM, HTTP, packet sniffing,
NetFlow, and others) for PRTG
Network Monitor
(www.paessler.com/prtg)

Name

Gk Netlogon

£: Offline Files

5 Optimize drives

£ Plug and Play

G Power
€k Print Spooler

Description  Status  Stertup Type  Log On As
{6 Microsoft Account Sign-in Assistant Enablesuse.. Running  Manual (Trig... Local Syste...
{6 Microsoft App-Y Client Manages A.. Disabled Local Syste...
{6 Microsoft Defender Antivirus Network Inspection Service  Helps guard... Running  Manual Local Service
1 Microsoft Defender Antivirus Service Helps prote.. Running  Automatic Local Syste.
1 Microsoft Edge Elevation Senvice (MicrosoftEdgeElevations... Keeps Micr Manual Local Syste.
1€ Microsoft Edge Update Service (edgeupdate) Keeps your Automatic (.. Local Syste
16k Microsoft Edge Update Service (edgeupdatem) Keeps your Manual (Trig... Local Syste.
1€} Microsoft iSCS! Initiator Service Manages In... Manual Local Syste...
Gk Microsoft Passpert Provides pr.. Local Syste...
Gk Microsoft Passpert Container Manages lo. Local Service
{6 Microsoft Software Shadow Copy Provider Manages so... Local Syste...
€ Microsoft Storage Spaces SMP Host service... Network S..
{6 Microsoft Store Install Service Provides inf... Local Syste.
(€% Net.Tep Port Sharing Service Provides abi Disabled Local Service
Maintainsa .. Running  Automatic Local Syste.
1€k Network Connection Broker Brokers con... Running  Manual (Trig.. Local Syste
&k Network Connections Manages o Manual Local Syste.
1 Network Connectivity Assistant Provides Dir.. Manual (Trig... ~ Local Syste...
1€} Network List Service Identifies th.. Running  Manual Local Service
Gl Network Location Awareness Collects an..  Running  Automatic Network S..
£} Network Setup Service The Networ... Manual (Trig... ~ Lecal Syste..
€l Network Store Interface Service This service ... Running  Autematic Local Service
The Offlin ... Disabled Local Syste...
1€, 0penSSH Authentication Agent Agentto ho Disabled Local Syste.
Helps the c... Manual Local Syste.
1€ Payments and NFC/SE Manager Manages pa Disabled Local Service
&k Performance Counter DLL Host Enables rem. Manual Local Service
1€ Performance Logs & Alerts Performanc... Running  Manual Local Service
Encblesac.. Running Manual Local Syste...
1€}, Portable Device Enumerator Senvice Enforces gr..  Running  Manual (Trig...  Local Syste..
Manages p..  Running  Automatic Local Syste...
Thisservice .. Running  Autematic Local Syste...
€k Printer Extensions and Notifications This service .. Manual Local Syste...
G PrintWorkflow_192abe Provides su... Manual (Trg... ~Local Syste...
1€ Problem Reports Control Panel Support This service Manual Local Syste.
1€ Program Compatibility Assistant Service Thisservice .. Running  Automatic (..  Local Syste.
TEEPRIG Core Server Service Pefforms ne... Running  Automatic Local Syste,

Automatic

TQuality Windows Audio Video Experience Tuahity Win... Tanual Tocal Semvice
1€, Radio Management Service Radio Mana... Disabled Local Service
£ Remote Access Aute Connection Manager Creates a co... Manual Local Syste...
£ Remote Access Connection Manager Manages di... Manual Local Syste...
{6 Remote Desktop Configuration Remote Des... Running  Manual Local Syste...
{6 Remote Desktop Services Allows user... Running  Manual Network S...
1€ Remote Desktop Services UserMode Port Redirector Allows ther... Running  Manual Local Syste.
1€k Remote Procedure Call (RPC) The RPCSS 5. Running  Automatic Network ...

, Extended { Standard

Both highlighted services need to be running
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PRTG Probe Service

Stop the service
Restart the service

Description:
Performs network monitoring using
various network protocols (including
SNMP, WM, HTTP, packet sniffing,
NetFlow, and others) for PRTG
Network Monitor
(www.paessler.com/prtg)

Name

 Netlogon

. Offline Files

 Power

 Print Spooler

Running

Automatic

Description  Status  StartupType  Log On As
; Microsoft Account Sign-in Assistant Enablesuse.. Running  Manual (Trig.. Local Syste..
: Microsoft App-V Client Manages A.. Disabled Local Syste..
: Microsoft Defender Antivirus Metwork Inspection Service  Helps guard... Running  Manual Local Service
 Microsoft Defender Antivirus Service Helps prote.. Running  Automatic Local Syste..
 Microsoft Edge Elevation Service (MicrosoftEdgeElevationS... Keeps Micr... Manual Local Syste..
: Microsoft Edge Update Service (edgeupdate) Keeps your Automatic (.. Local Syste,
. Microsoft Edge Update Service (edgeupdatem) Keeps your Manual (Tig... Local Syste.
s Microsoft iSCS| Initiator Service Manages In Manual Local Syste.
: Microsoft Passport Provides pr.. Manual (Tig... Local Syste.
: Microsoft Passport Container Manages lo Manual (Tig... Local Service
, Microsoft Software Shadaw Copy Provider Manages so... Manual Local Syste.
; Microsoft Storage Spaces SMP Host service. Manual Network S.
: Microsoft Store Install Service Provides inf.. Manual Local Syste..
, Net.Tep Port Sharing Service Provides abi... Disabled Local Service
Maintainsa .. Running  Automatic Local Syste..
 Network Connection Broker Brokers con..  Running  Manual (Trig.. Local Syste...
, Network Connections Manages o... Manual Local Syste..
 Network Connectivity Assistant Provides Dir. Manual (Tig... Local Syste.
: Network List Service Identifies th.. Running  Manual Local Service
 Network Location Awareness Collects an..  Running  Automatic Network S...
 Network Setup Service The Networ. Manual (Tig... Local Syste.
 Network Store Interface Service This service .. Running  Automatic Local Service
The Offline .. Disabled Local Syste..
; OpenSSH Authentication Agent Agentto ho Disabled Local Syste.
. Optimize drives Helps the c.. Manual Local Syste.
. Payments and NFC/SE Manager Manages pa Disabled Local Service
. Performance Counter DLL Host Enables rem Manual Local Service
. Performance Logs & Alerts Performanc... Running  Manual Local Service
. Plug and Play Encblesac.. Running  Manual Local Syste.
, Portable Device Enumerator Service Enforces gr... Manual (Trig... Local Syste.
Manages p.. Running  Automatic Local Syste.
This service .. Running  Automatic Local Syste..
 Printer Extensions and Notifications This senvice Manual Local Syste.
, PrintWorkflow_182abe Provides su.. Manual (Tig... Local Syste..
 Problem Reports Control Panel Support This service . Manual Local Syste..
 Program Compatibility Assistant Service This service .. Running  Automatic (.. Local Syste.
RTG Core Server Service Running  Automatic  Local Syste,

Local

" Quality Windows Audio Video Experience Manual Tocal Service
16 Radio Management Service Radio Mana... Disabled Local Service
161 Remote Access Auto Connection Manager Creates a co.. Manual Local Syste..
{61 Remote Access Connection Manager Manages di Manual Local Syste.
1€ Remote Desktop Configuration RemoteDes.. Running  Manual Local Syste..
(€, Remote Desktop Services Allows user...  Running  Manual Network S
1€ Remote Desktop Services UserMode Port Redirector Allows ther.. Running  Manual Local Syste.
£ Remote Procedure Call (RPC) TheRPCSSs... Running _ Automatic Network S

Extended f Standard
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