Clone Existing IPsec VPN

Technical Tip: Cloning IPsec
tunnel for other WAN

Interface

Description This article provides an example of how to clone a site to site IPsec
tunnel when one tunnel is created i

Scope FortiGate.
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Solution

There may be a situation where an IPsec tunnel that has already
been established with one WAN interface needs to be replicated
for another WAN interface.

In order to accomplish this, either use the wizard or recreate the
tunnel by entering all the information anew or follow the below
document where using cli recreate the tunnel by pasting
information which would be a faster method to replicate the tunnel.

Firstly, need to gather all the information about this IPsec tunnel
from Cli and paste it on a notepad:
Phasel information:

config vpn ipsec phasel-interface
edit "l PsecTunnel "
set interface "port1l"
set peertype any
set net-device disable
set proposal aesl128-sha256 aes256-sha256
aes128-shal aes256-shal
set comments "VPN. | PsecTunnel (Created
by VPN wi zard)"
set renote-gw X. X. X. X
set psksecret ENC
cKEi JTnk9PJHLf NS9j 7BDgFqUnyi LT4ECqqzJKRI r hM VnTdY
vHmZHRaRMBp1sz/ Bj YqCLVOYEZpl W ECN6Hvz OE2j wy1J UO|
PRcFGRkE2yvM | | t UQEThZNPQ73Q@wWNVOT+vM MDeWs
3WEQ / wgpgat sXr RnBxhni XcDp6LssBLsq9M vwYb3r hAEI 7p
UECdWYZwW==
next
end

Phase2 information:

config vpn ipsec phase2-interface
edit "l PsecTunnel "
set phaselnane "I PsecTunnel "
set proposal aesl128-shal aes256-shal
aes128-sha256 aes256-sha256 aes128gcm aes256gcm
chacha20pol y1305
set comments "VPN. | PsecTunnel (Created
by VPN wi zard)"
set src-addr-type nane
set dst-addr-type nane
set src-nane "I PsecTunnel | ocal"
set dst-nane "I PsecTunnel _renote"
next
end

Now, on a notepad make the following changes, Once this is done,
paste the content on to cli:

config vpn ipsec phasel-interface
edit "l PsecTunnel 2"

<- Change the Tunnel name.
set interface

"port 5" <-

Change port to the desired WAN port.

set peertype any

set net-device disable

set proposal aesl128-sha256 aes256-sha256
aes128-shal aes256-shal

set comrents "VPN. | PsecTunnel (Created
by VPN wi zard)"

set renote-gw X.X.X. X

set psksecret ENC "
cKEi JTnk9PJH1f NS9j 7BDgFqUngi LT4ECqqzJKRI r hM VnTdY
vHhgZHRaRMBplsz/ Bj YqCLVOYEZpl W ECN6Hvz OE2j wyY1JUOI
PRcFGRKNE2yvM j | t UQEThZNPG73QQwWVOT+vM MeWs
3WEQ / wgpgat sXr RnBxhni XcDp6LssBLsq9M vwYb3r hAEI 7p
UEQdWYZw==

next
end

For the PSK part, follow the instructions shown in the screenshot
below to paste it:

pakglendNGund or type unknown

config vpn ipsec phase2-interface
edit "l PsecTunnel 2"
->>>Change the Tunnel nane
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